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ABSTRACT

The rapid growth of social media in Vietnam intensified the spread of
toxic content, including hate speech, offensive language, and spam, posing
threats to online safety. This study developed an automated system for
detecting toxic Vietnamese language on social media. We evaluated
traditional deep learning models (TextCNN, GRU, LSTM) against pre-trained
Vietnamese Transformer models (PhoBERT, BERT4News) using a dataset
labeled into four classes: clean, offensive, hate, and spam. The results showed
that BERT4News achieved strong performance on imbalanced data, with F1-
scores of 95.38% (clean), 58.28% (hate), 66.32% (offensive), and 76.95%
(spam). On the combined ViHSD and ViSpam datasets, our BERT4News model
reached 90.99% accuracy and 74.23% F1-macro, significantly surpassing the
multilingual BERT baseline from the original study by 4.11% in accuracy and
11.54% in F1-macro. However, after balancing with SMOTE, traditional
models such as LSTM (56.39% accuracy) outperformed Transformer-based
models, suggesting different optimal strategies for balanced and imbalanced
data. Finally, the system was deployed as a browser extension and a web-
based dashboard, providing practical tools for automated moderation and
enhancing digital communication safety in Vietnam.
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1. INTRODUCTION

In recent years, social media platforms such as
Facebook, TikTok, and YouTube have become integral to
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daily life in Vietnam, transforming communication and
information dissemination. However, this digital freedom
has also led to a surge in harmful content [7], including
personal attacks, hate speech, discrimination, and online
scams. These issues pose a significant societal challenge,
particularly as the legal framework for information
control is still evolving within the context of national
digital transformation.

From a technical standpoint, detecting inappropriate
language in Vietnamese is fraught with difficulty. The
language is characterized by its rich expressiveness,
nuanced semantics, and the prevalent use of slang,
regional dialects, sarcasm, and metaphors [14], which
complicates natural language processing. Furthermore,
the availability of high-quality, labeled datasets for
Vietnamese is limited [16], hindering the effective
training of machine learning models.

To address these challenges, this study focuses on
developing an automated system to detect inappropriate
language on social media by leveraging and fine-tuning
modern deep learning models for Vietnamese. The
primary objective is not only to evaluate various
language processing techniques but also to build a
practical tool that can assist in content moderation and
foster a safer online environment in Vietnam.

The main contributions of this paper are threefold:

« A Unified Labeled Dataset: We constructed a
comprehensive dataset by merging two existing
Vietnamese resources, ViIHSD [19] and ViSpamReviews
[20]. This combined dataset was standardized into four
labels (clean, offensive, hate, spam) and processed using
SMOTE to address data imbalance.
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« Comparative Model Evaluation: We conducted a
systematic evaluation of various deep learning
architectures, including traditional models (TextCNN,
GRU, LSTM) and Transformer-based models pre-trained
specifically for Vietnamese (PhoBERT, BERT4News) [2].

« Practical System Implementation: A significant
contribution is the development of an integrated, real-
world application system, featuring a browser extension
for end-users and a web dashboard for administrators,
demonstrating a viable pathway from research to
practical deployment.

2. METHODOLOGY
2.1. Data Collection and Preprocessing

Table 1. Some analysis and statistics of the dataset

free_text label_id
"tinh hinh tham nhing dang 6n dinh :3" (English: The 0
corruption situation is stable :3)
"Trong liic nudc soi Iiia bdng ndy ma van cd ké nhan thiic kém 1

vay" (English: Even in this critical moment, there are still
people with poor awareness)

"Em lgi xgo I*n" (English: You're lying again, f*ck) 2
"https://www.facebook.com/..." (English: Link to Facebook...) 3

The foundation of our research is a composite dataset
created by merging two public Vietnamese datasets:
VIHSD [19], which contains 33,400 social media
comments labeled as CLEAN, OFFENSIVE, or HATE, and
ViSpam [20], which includes 19,868 e-commerce reviews
labeled as spam or legitimate [12]. This merged dataset
was then unified under a four-label scheme: clean,
offensive, hate, and spam. Table 1 provides examples from
the dataset.
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The data underwent a rigorous preprocessing pipeline
[1], which included removing noise (special characters,
emojis, URLs), normalizing text (lowercase conversion,
handling common abbreviations), and tokenizing the text
using the Underthesea library [21], which is optimized for
Vietnamese word segmentation [21].

The visualization of dataset distribution changes is
shown in Figure 1. The corresponding shift in word
prominence for each label before and after balancing is
shown in Figure 2 and Figure 3. To address class
imbalance, we applied the Synthetic Minority
Oversampling Technique (SMOTE) combined with
undersampling [24] to create a more balanced dataset.
The final dataset was split into training (70%), validation
(20%), and testing (10%) sets.
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Figure 1. Dataset distribution comparison before and after applying the
SMOTE technique for class balancing

class3 - Before SMOTE class4 - Before SMOTE

t h % ST L5 s
5— = lamyg = a
o >\ler\ E =9 dau nhé a Cho -
, .‘ n Cal‘ ¥ g FOLmy
. a hangs nhan
hong T uh g thi Cl]a d’u'dc
G‘ oo chui d’l doéng gn}“cénfthérj1 *
S trong

Flgure 2. Word clouds of the four label categories before applying the
SMOTE technique
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Figure 3. Word clouds of the four label categories after applying the
SMOTE technique
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2.2. Model Architectures

We evaluated two main classes of models: traditional
deep learning architectures and Transformer-based
models.

2.2.1. Deep Learning Models

We implemented TextCNN [11], LSTM, and GRU [3] as
baselines.

+ LSTM-based Model: Long Short-Term Memory
(LSTM) is a variant of Recurrent Neural Networks (RNN)
designed to overcome the vanishing gradient problem
using gating mechanisms (forget, input, and output
gates) to control information flow, making it effective for
capturing long-term dependencies in sequential data.

« CNN-based Model: Convolutional Neural Networks
(CNNs) are effective for extracting local features (n-grams)
from text. Our architecture consists of an embedding
layer, a convolutional layer to capture local patterns, a
max-pooling layer to extract salient features, and a fully
connected layer for classification.

+ GRU-based Model: A Gated Recurrent Unit (GRU) is
a simplified variant of LSTM that combines the forget and
input gates into a single update gate, reducing model
complexity while maintaining performance in capturing
sequential dependencies.

These models were trained for 10 - 15 epochs using
the Adam optimizer [22] and categorical cross-entropy
loss function.

2.2.2. Transformer-based Models

Transformers [15] utilize self-attention mechanisms to
capture relationships between all tokens in a sequence,
enabling parallel training and superior context modeling.
We employed PhoBERT, based on RoBERTa and tailored for
Vietnamese, and BERT4News [7], a variant optimized for
Vietnamese news and social media. These models were
fine-tuned for 3 - 5 epochs with a batch size of 16, using the
AdamW optimizer [23] and a learning rate of 2e-5.

2.3. Evaluation Metrics

In this experiment, the models are trained and
evaluated to verify the effectiveness of each approach in
addressing the task of detecting harmful content in
Vietnamese text. All models are assessed using the same
set of standard evaluation metrics [4, 8] to ensure
objectivity and comparability across methods.

Model performance was assessed using standard
classification metrics: Accuracy, Precision, Recall, and F1-
score. These foundational metrics are essential for
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classification tasks. Given the class imbalance in the
dataset, the Weighted F1-score was particularly
important. AUC-ROC [25] was also used for analysis (Table
4). The F1-score is calculated as the harmonic mean of
Precision and Recall:

Precision x Recall
F1 —score=2x — (1)
Precision + Recall

F1-score: The harmonic mean of Precision and Recall.

To evaluate model performance, we utilized common
metrics in classification tasks. These metrics are
calculated based on values from the confusion matrix,
including:

« True Positives (TP): Correctly predicted positive cases.

« True Negatives (TN): Correctly predicted negative cases.

« False Positives (FP): Incorrectly predicted positive
cases (Type | error).

« False Negatives (FN): Incorrectly predicted negative
cases (Type Il error).

Accuracy, Precision, and Recall are defined based on
the components of the confusion matrix. Accuracy: The
ratio of correct predictions over the total number of
samples.

Accuracy = TP+ TN )
TP+TN+FP+FN

Precision: The proportion of correctly predicted

samples for a class out of all samples predicted as that

class.

3)

precision — 17
recision = TP + FP

Recall: The proportion of actual class samples correctly
identified by the model.

TP
Recall = (4)

~ TP+FN
MacroF1-score: The unweighted average of F1-scores
across all classes.

Macro F1 = Flclassl + Flclas].\slz +t FlclassN (5)

WeightedF1-score: The average F1-score weighted by
the number of samples in each class.
Lowi F1

Weighted F1 = —5—— (6)
i=1 Wi

MicroF1-score: Computed using the total TP, FP, and
FN across all classes.

Micro F1 = Micro Precision x Micro Recall 7
rero ~ Micro Precision + Micro Recall
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3. RESULTS AND DISCUSSION
3.1.Performance on Imbalanced Data (Before SMOTE)

As presented in Table 2, the Transformer-based
models significantly outperformed traditional deep
learning architectures on the original, imbalanced
dataset [18]. BERT4News emerged as the top-
performing model, achieving the highest Accuracy
(90.99%) and Weighted F1-score (91.36%). Its ability to
understand context was particularly evident in its strong
performance on the more nuanced hate and spam
categories, where it achieved F1-scores of 58.28% and
76.95%, respectively.

Compared to traditional architectures such as CNN,
GRU, and LSTM, which reached Weighted F1-scores
between 81.19% and 83.46%, while Transformer-based
models demonstrated a notable improvement of
approximately 7 - 10% in overall performance. PhoBERT
also showed strong results (Accuracy 90.42%, Weighted
F1 90.09%), confirming the effectiveness of pre-trained
language models tailored for Vietnamese.

The superiority of BERT4News over PhoBERT can be
attributed to its training on diverse Vietnamese news and
social media corpora, which enhanced its generalization
across both formal and informal language patterns. These
findings indicate that language-specific Transformers not
only handle imbalanced distributions effectively but also
better differentiate between subtle linguistic expressions
of toxicity, such as implicit hate or coded offensive terms.

Furthermore, Table 3 shows that our BERT4News
model achieved gains of 4.11% in accuracy and 11.54% in
F1-macro compared to the original multilingual BERT
baseline [19], underscoring the advantage of using
language-specific pretrained models.

Table 2. Performance of models before SMOTE application

Table 3. Comparison of Transformer Models on Combined ViHSD and
ViSpam Datasets

Accuracy F1-macro
Model
o (%) (%)
Bert-base-multilingual-cased (Original) 86.88 62.69
BERT4News (Ours) 90.99 74.23

3.2. Performance on Balanced Data (After SMOTE)

The application of SMOTE to create a balanced dataset
revealed a significant shift in model performance, as
detailed in Table 4. While overall accuracy decreased for
all models, this suggests that the high accuracy on the
original dataset may have been inflated due to the
model’s bias towards the majority ‘clean’ class. A critical
insight emerged: under balanced data conditions, the
LSTM model became the top performer with an accuracy
of 56.39%, surpassing the Transformer-based models.
This result suggests that traditional architectures like
LSTM may exhibit more robust generalization on
artificially balanced, multi-class text classification tasks.

Table 4. Performance of models after SMOTE application

Accuracy F,1- F1- AUC- Best Best

Model (%) micro | macro ROC | Threshold F1-
(%) | (%) macro

(NN 5329 | 53.29 | 4231 | 82.44 0.18 50.21
LSTM 56.39 | 56.39 | 45.08 | 82.24 0.83 48.55
GRU 5445 | 54.45 | 42.87 | 81.56 0.19 41.72
PhoBERT | 55.81 | 55.81 | 44.66 | 81.23 0.89 46.53
BERT 53.97 | 53.97 | 43.10 | 79.34 0.89 45.50
BERT4News | 42.63 | 42.63 | 35.84 | 77.11 0.89 38.17

3.3. Deployment Feasibility

As shown in Table 5, a critical trade-off exists between
accuracy and computational cost. Traditional models are

Model Data Preprocess Accuracy (%) Fl Fl Fl Fl WeightedF1
(Clean) (Offensive) (Hate) (Spam) (%)

CNN Raw 80.55 90.88 .47 42.62 47.67 81.19
GRU Raw 81.60 89.25 44.80 N4 54.54 82.26
(NN Preprocessed 82.56 91.01 43.75 51.77 5211 81.88
GRU Preprocessed 81.90 90.12 4432 45.28 53.45 82.17
LST™M Preprocessed 82.45 91.03 43.10 49.00 60.00 83.46
PhoBERT Preprocessed 90.42 95.12 64.90 5297 7247 90.09
Bert4News Preprocessed 90.99 95.38 66.32 58.28 76.95 91.36

14 | HaUl Journal of Science and Technology

Vol. 67 - No. 11B (Nov 2025)



P-ISSN 1859-3585 | E-ISSN 2615-9619 | https://jst-haui.vn

SCIENCE - TECHNOLOGY

lightweight and fast, whereas Transformer models
require significantly more resources [13]. The superior
accuracy of models like BERT4News comes at the cost of
larger size and slower inference times, a key
consideration for real-world applications.

Table 5. Deployment feasibility analysis

TextCNN 355 45
GRU 36.5 50
LST™M 38.1 55

PhoBERT 515 120

BERT4News 515 115

4.SYSTEM IMPLEMENTATION

The most significant contribution of this research is
the translation of our findings into a tangible, user-centric
system. The system is built on a Client-Server architecture
and consists of two main components designed for
different user roles: end users and administrators.

The overall system architecture, illustrating the
integration between the browser extension, backend API,
and web dashboard, is shown in Figure 4.

VIETNAMESE TOXIC LANGUAGE DETECTION SYSTEM

Classification

—_——

a
il O

Browser Extension Model Server

Database

Admin Dashboard

Figure 4. Overall system architecture showing the integration between
browser extension, backend API, and web dashboard

- Browser Extension: For end-users, we developed a
browser extension that automatically scans comments
on social media platforms. The extension sends comment
text to our backend APl, which hosts the trained
BERT4News model. The classification result is then
displayed directly on the user’s screen, providing
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immediate feedback. The visual representations of the
browser extension and the corresponding classification
labels are displayed in Figure 5 and Figure 6.

s Toxic Language Detector

Enable Extension
o Bz 2 ?
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BERT (chinh xac nhat)
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GRN (tiét kiém tai nguyén)

Figure 5. Browser extension
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Figure 6. Classification labels

- Web Dashboard: For administrators, we created a
comprehensive web dashboard that provides a high-
level overview of detected toxic language, with statistics
and tools for large-scale content moderation. The
backend is powered by Laravel for user management and
a separate FastAPI server to serve the Al model via a
RESTful API. The interface of the administrative web
dashboard, which provides comprehensive analytics and
content moderation tools, is presented in Figure 7.
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Hate Speech Detection

Comment Labels Distribution

Latest Comments

Figure 7. Administrative web dashboard interface providing comprehensive
analytics and content moderation tools

5. CONCLUSION

This research successfully developed and validated a
high-performance system for detecting toxic language in
Vietnamese social media content. Our results
demonstrate that model selection depends critically on
data balance: BERT4News achieves state-of-the-art
accuracy (90.99%) on naturally imbalanced data, while
LSTM models perform better (56.39%) on datasets
artificially balanced via SMOTE.

More importantly, we demonstrated the practical
applicability of our work by deploying the model in a
functional system composed of a user-facing browser
extension and an administrative web dashboard. This
flexible and scalable architecture has significant
potential for integration into various platforms,
contributing to a more civilized and secure online
environment in Vietham.

Despite these achievements, we acknowledge certain
limitations. Our training data may not fully represent
language used in other contexts [9, 12], and the models
face challenges with highly ambiguous or metaphorical
language [6, 17]. Future work will focus on incorporating
more diverse data sources and exploring advanced
multilingual Transformer models [5, 10] to enhance
accuracy further.
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