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TOM TAT

Hién nay véi su phat trién manh mé cta cong nghé thong tin trén toan cu
Intenet 1a mot linh vuc khong thé thi€u ddi véi cudc song hién dai, né da lam
thay di tu duy va cach tiép can cla con nqudi véi moi linh vuc khoa hoc ki
thuat. Trong d6 bao mat vé qua trinh trao d6i thong tin trén khong gian mang
la vén dé hét stic cap bach va can thiét, béi vi nhitng thong tin trén mang Intenet
du ¢ dang luu trit hay truyén tai déu phai dugc an toan va bao. Vay trong bai
béo nay tdc gid st dung phuong phap ma hda théng tin gidi ma thong tin dua
vao mdi trudng tha va la the luc bat.

Tirkhéa: Gidu théng tin, khdi phuc thong tin, tha, thudt todn, khda.

ABSTRACT

Currently with the strong development of information technology globally,
Internet is an indispensable field for modern life, it has changed people's thinking
and approach to all fields of science. technical study. In particular, the security of
the process of exchanging information in cyberspace is a very urgent and
necessary issue, because the information on the Internet, whether stored or
transmitted, must be safe and protected. So, in this paper, the author uses the
method of encoding information to decode information based on the poetic
environment and hexagonal poetry.
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1. GIGI THIEU

Hién nay c6 nhiéu cach dé bao mat théng tin, tuy nhién
trong nghién ctu nay, tac gid st dung phuong phap gidu
thong tin trong moi trudng van ban. Lugng théng tin da
dugc s6 hda cung vai thong tin van ban tuc la ngusi s dung
da gidu thoéng tin can dugc bao mat vao moét déi tugng di
liéu khac. Tuc la moi trudng gidu thong tin sao cho su bién
déi chia moi trudng sau khi gidu tin kho c6 thé phat hién ra
va sau dé ngudi st dung c6 thé Iy lai dugc cac thong tin da
giau khi can thiét.

Phuang phép gidu thong tin la phuang phap méi dang
dugc nghién ctiu va phat trién, dugc xem nhu céng nghé
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chia khoa trong van dé bdo mat hién nay dé xac nhan dugc
théng tin va (ng dung dé bdo dam an toan va bao mat
thong tin.

DaGi v6i nghién clu nay, tac gia xay dung cac thuat toan
ma héa thdéng tin va gidi ma théng tin s dung méi trudng
la bai tho luc bat.

Trong tho luc bén |a thé loai tho dat trung truyén théng
clia Viét Nam, |a loai tho theo luat ma cac thé thic tap trung
trong mot khé véi s6 ti ¢6 dinh. VSi mot bai tho thé luc bat
la tap hop cla nhiéu cau luc bat méi cau thudng ngat nhip
theo hai tiéng, d6 dai bai tho la khong gidi han, diéu nay rat
phu hgp va thuan lgi cho viéc ma héa théng tin. Théng tin
sé& dugc ma héa va truyén di dudi dang mot bai tho nén
phuang thic truyén la rat da dang. Phuong phap truyén cé
thé theo cach ¢ dién nhu van ban gidy hoic phuang phap
hién dai nhu phuaong tién truyén théng s6. Trong diéu kién
khéng thé truyén file thi viéc truyén qua phuaong tién théng
tin dai ching nhu phat thanh cling c6 thé dugc. Kha nang
nay c6 thé ap dung vao nhiing hoan canh dic biét nhu trong
chién tranh, khi ma céc dudng truyén sé bi mat lién lac hay
dé bi ngan chan.

Cau tric cta bai bao gom: Phan 1 la gidi thiéu chung;
phan 2 trinh bay mét s6 khai niém vé gidu thong tin va cau
trdc chung cla thé loai tho luc bat; phan 3 trinh bay cac
thuat todn tim khoéa, thuat toan ma hoéa théng tin va thuat
toan giai ma thong tin; phan 4 la két luan va dinh huéng
nghién ctu tiép theo
2. CAC KHAINIEM CO BAN

Trong phan nay bai bao sé dua ra mot s6 dinh nghia vé
gidu théng tin dya theo tai liéu [7].

Pinh nghia 1: Gidu thong tin

Gidu thong tin sit dung phuong phap nhing (gidu) mét
lugng thong tin sé nao dé vao trong mét doi tugng di liéu
s6 khac va goi la méi trudng nhing thong tin.

Ky thuat gidu thong tin cht yéu hudng vao hai muc dich
sau day: Mot la bdo mat cho dit liéu dugc dem giau, hai la
bao mat cho chinh déi tugng dugc dung dé gidu théng tin.
Trong d6 khuynh hudng gidu tin mat tap trung vao ky thuat
giau tin sao cho lugng théng tin dem gidu dugc nhiéu nhat
va khé phat hién dugc d6i c6 dugc gidu tin bén trong hay
khong.
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Cac hé théng gidu tin mat co thé chia thanh ba loai nhu
sau:

Pinh nghia 2: Gidu tin thuan tly (Pure Steganography)

Mét bo 4 o(C, M, D, E), trong d6 C la tap cac phuong tién
chia thong tin can giau, M la tap thong diép can gidu véi
|C| = IM|,E:CxM — Cla mot ham nhung théng diép M
vao phuang tién chia C va D : C— M la ham gidi ma théng
tin sao cho D(E(c,m)) = m v&i moim € M, c € C dugc goi la
mét hé Pure Steganography.

Pinh nghia 3: Giau tin dung khoéa bi mat (Secret Key
Steganography).

Mot bd 5 6(C, M, K, Dy, Ey), trong d6 C la tdp cac phuong
tién chia thong tin can gidu, M la tap thong diép can gidu
véi |C] = M|, Ex: CxMxK— Cla mét ham nhing théng
diép M vao phuaong tién chia C st dung khéda Kva Dy: Cx K
— M la ham gidi ma théng tin sao cho Dy (Ey(c,m,k),k) = m
véimoim € M, c € Cva k e Kdugc goi la mot hé Secret Key
Steganography.

Pinh nghia 4: Gidu tin dung khoa c6ng khai (Public Key
Steganography)

Hé gidu tin mat khoa cong khai st dung hai khoa la khéa
bi mat va khoéa cong khai. Khéa céng khai dugc luu trong co
s& dit liéu cong cOng. Bugc st dung trong qud trinh ma hoa
thong tin. Con khéa bi mat dugc st dung trong qua trinh
gidi ma thong tin.

Pinh nghia 5: Gidu tin mat (Steganography)

Gidu tin mat la che gidu nhiing théng diép bén trong
nhiing théng tin khac ma khong anh huéng dén chat lugng
cla théng tin géc va tranh bi nghi ngo.

2.1. Cac déi tugng trong bai toan giau tin

Bdn tin madt: la ban tin dugc nhidng vao ban tin moi
trudng va la théng tin can dugc bao mat tuy theo ting ky
thuat thong tin nay dugc bdo mat & cac muic do khac.

Déc diém: khong gidi han kiéu dinh dang va kich thudc
cUa ban tin tly thudc vao yéu cau bao mat va linh vuc tng
dung ctia théng tin.

Bdn tin méi trudng: 1a ban tin hay d6i tugng dugc dung
dé chira ban tin mat. Ban tin moi trudng thudng cé dac diém
di liéu chia né phai 1én so véi dir liéu ban tin can gidu.

Bdn tin két qua: 1a ban tin hay déi tugng chia ban tin
mdi trudng sau khi da nhdng ban tin can gidu.

Ban tin két qua thudng cé kich thuéc dir liéu khéng khac
so V@i kich thudc di liéu ban tin maoi trudng.

Khod: |3 d6i tugng ma nhd né ngudi ta co thé tach dugc
ban tin can gidu ra khoi ban tin méi trudng.

Tuy thudc vao ky thuat gidu tin ma khoa c6 thé la cac
dang khac nhau, ching c6 thé 1a mét s6 nguyén hodc tap
cac s6 nguyén hodac motfile...

2.2. Cau tric va dac diém cda thé tho lucbat [1]

Vé cdu chir

Bai tho thé luc bat 1a tdp hop cac clia cac cau tha luc bat,
mot cau luc bat gém céu luc (6 ti€ng) va cau bat (8 tiéng).
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Trong cau tho nhip thudng dugc ngat theo hai ti€ng (nhip
chédn) nhung ciing c6 trudng hgp dac biét méi nhip la ba
ti€ng véi cau luc va bén vai cau bat.

Gieo vdn phéi diéu

Thé tha luc bat vira gieo van chan vira gieo van lung.
Tiéng cubi cla cau luc gieo van xudng tiéng 6 cla cau bat,
ti€ng noi cudi clia cau bat lai gieo van xudng ti€ng 6 clia cau
luc tiép theo.

Vé phéi diéu

Trong bai tha luc bat yéu ciu cac tiéng chdn thi phai tuan
theo dung nién luat. Luat phdi diéu nhu sau:

Cau 6 ) B 0 T B
Cau 8 ) B 0 T B o) B
Trong do:

B: Thanh bang

T: Thanh trac

O:Thanh tu do (bang hodc trac)

Thé tho luc bat ngoai cac luat diéu trén con c6 thém luat
trdm bdéng tuc 1a tiéng thi 6 va tiéng thi 8 clia cau bat méc
du déu la thanh bing nhung cé su chuyén déi ti am tram
(thanh huyén) sang am béng (thanh khong). Luat gieo van
va phéi diéu nhu trén lam cho bai tho luc bat nhip nhang va
chat ché.
3.PHUGNG PHAP GIAU THONG TIN TRONG THG LUC BAT

Khi gidu moét lugng théng tin (Ia mét van ban tiéng Viét)
vao mot bai tho luc bat nham muc dich truyén tin mat cho
nén cac yéu cau dugc dat ra mét cach tu nhién la:

Thu nhdt: mét ngudi bat ky khé long phat hién mot bai
tho luc bat nao dé c6 bi gidu théng tin hay khong.

Tha hai: méi bai tho dugc gidu tin cé mot théng tin nao
dé dugc goi la "khod gidu tin". Khod gidu tin phai thda man
diéu kién sau:

(k.1) Néu biét dugc khod gidu tin thi mot ngudi bat ky
cling dé dang tim lai thong tin dugc gidu ti van ban gidu
théng tin.

(k.2) Néu khong biét dugc khoa gidu tin thi khé long tim
dugc théng tin dugc gidu.

Dé& dap Uing yéu cdu thi nhét ta thdy rdng viéc gidu tin
chi c6 thé dugc thuc hién nhu sau:

Tha nhdt: phai dung phuong phép thay thé cac "tu", vi
phuong phap nay khéng lam thay d&i cau tric cda bai tha
(g6m s6 chdn cac cau véi lan lugt la cau 6 ti, cau 8 tu).

Tha hai: Cac ti dugc thay thé khéng dugc phép la cac tur
thi sdu trong méi cau tha dé tranh su vi pham luét gieo van
cla tho luc bat.

Thu ba: Cac cau tho o6 thay tir van dam bao la "cdu tiéng
Viét cé nghia".

Dé& gidm thiéu su "I6" (theo nghia bi phat hién la bai tha
c6 giau tin) do viéc thay thé, ching ta gidi han s6 tir dugc
gidu trong mdi cau tho, cu thé |a trong moi cau tho chi nén
thay thé cling Iam la mot tur.
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DGi véi yéu cau thi hai, theo nhu ly thuyét Shannon, thi
dé "kho" d6i véi ngudi khéng co khoa gidu tin la ty 1& thuan
vGi dd "Ién" cta khong gian khoa néu viéc sir dung khod la
ngau nhién. N6i mot cach khac 1a dé phuc tap dé tim lai dugc
théng tin khi khéng c6 khoa gidu tin chinh la kich thudéc cta
khong gian khéa.

3.1. Tiéu chudn nhan biét mét khoa giau tin

Mot khod gidu tin cho mét ban tin n tir vao mét bai tho
luc bat 14m tur (2m cau) la mét bd n s6 nguyén khac nhau
K= (jo,j1,...,jn.1) vGi0 < ij < 14m.

Tuy nhién mét bo n sé nguyén khac nhau K = (jo, ji,.. ., jn1)
vGi 0 <ij < 14m bat ky néi chung chua chac da la khoa gidu
tin bai vi khédng théa man cac diéu kién (dk.1) va (dk.2). Két
qua sau day cho ta diéu kién dé mot bo s6 nguyén (jo, ji,...,
jn-1) thod man (dk.1) va (dk.2).

Ménh dé 3.1. Cho b6 n s6 nguyén khac nhau (jo, ji,..., jn-1)
VGi 0 <ij < 14m.

Khi do

(1) Diéu kién (dk.1) dugc théa man khi va chi khi véi moi
i=0+n-Ttacd

ji#5,11 (mod 14) (1)

(2) diéu kién (dk.2) dugc thda man khi va chi khi véi moi
i=T+n-Ttacd

hoac j, div14= j , div14 )
Néu j div14 = j_, div14thi j mod 14 >5
va j_, mod 14 <5 (3)

Jorjrser i, dugc sdp xEp theo thir tu tang dan cua tapfjo,
j1l---ljn-1}-

Chirng minh

RO rang cac tu thi 6 trong cac cau clla mét bai tho luc bat
sé c6 chisé thututrong toan baithaglaj#5,11 (mod 14) nén
diéu kién (dk.1) la tuang duong véi cac vi tri dugc gidu thoa
man diéu kién trong céng thic trong cong thic (3). Trong
coéng thuc (4) cho biét hai tor dugc gidu cé vi tri lién nhau
thudc hai cdp cau tho luc bat khac nhau.

Do d6 vi tri gidu cda hai tir nay ndm & hai cau tho khac
nhau. Trong trudng hop ngugc lai thi diéu kién cla cong
thiic (1-3) la tuong duong vai tir gidu & vi tri j_, phai thudc
cau 6, con tur gidu & vi tri j, phai thudc cau 8 do dé ching
phai & hai cau tha khac nhau. Hay néi cach khac la diéu kién
(dk.2) cling dugc théa man diéu phai ching minh.

Bai toan 3.1: gidu ban tin gém n tu tiéng Viét vao mot
bai tho luc bat gém 2m cau tho bang phép thay thé tur thoa
man hai diéu kién sau:

(dk.1) Méi cau thao chi dugc gidu khong qua 1 tur.

(dk.2) Cac tur dugc thay thé khéng dugc phép la cac tu
thi sau trong méi cau tho.

Khod gidu tin cho bai todn 3.1
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Chobantinntl T=t,t,...t, , trong dé t, la mot turtiéng
Viét (i = 0 + n-1) can dugc giau trong bai tho luc bat gém 2m
cau (tuclaco 14mtu) L=1y... ., ;-

Trong do:

I la moét tir tiéng Viét (j=0+ 14m-1)

D la bai tho sau khi da dugc gidu tin

Theo phuong phap thé tirta cé D cling dung 14m tu tuc
la:

D= d0d1---d14m-1 (4)

Khi d6 ta c6 d; = |; néu j khong phai la vi tri clia tir dugc
gidu va dj =t néuj la vi tri gidu tu t..

Ky hiéu (jo, ji,--s jo-1), trong d6 ji la vi tri tu trong bai tho
gidu tu t;, rd rang viéc bi€t D va bo (joji,....jn1) S€ dé dang thu
lai thong tin theo cong thiic sau.

T=d.d, .d,_ (5)

Nhu vay bo n s6 nguyén (jo, ji,..., jn1) thu dugc c6 thé ddng
vai tro khoa giau tin.

Nguogc lai, néu L=1,....l la bai tha luc bat 2m cau

14m—1
dung dé gidu théng tin T =t,t,...t, , b&ikhod K = j,j,...j, |
thi cac ti clia bai tho dugc gidu tin D = dod;...d1am1 $& dugc
xac dinh theo cong thuc sau:

di=Ilnéuj=jvéimoi i=0+n-1

va di=tinéuj=j(j=0+14m-1) (6)

Nhan xét: cdc cong thic (2) va (1) chinh la ca s& cho cac
thuat todn méa héa thong tin va va gidi ma thong tin tur khéa
(or J1seeer jn-1)-
3.2, Cac thuat toan ma héa théng tin giai ma théng tin da
giau

Thuat toan 3.1. Thuat toan gidu tin

Input: T, L va K= (jo, j1,ees n-1)-

Trong d6: T la ban tin can gidu gém n tu,

L 1a bai tha luc bat gém 2m cau tha (n < 2m),

K la khod giau tin.

Output: D la bai tho luc bat thu dugc tir L ¢6 gidu tin T
theo khoa K.

1.Chia T va L theo don vi tu T = tot;...th,

L = loh...lam-1.

2.Tinh d; (j =0 + 14m-1) theo céng thiic (3-6)

Ly D = dods...d1am1.

3. Output=D.

Thuat toan 3.2. Thuat toan khoi phuc lai tin sau khi gidu

Input: D va K = (jo, ji,eers 1)

Trong do:

D la bai tha luc bat c6 gidu tin gém 2m céau tho (n < 2m)

K la khoa giau tin.

Output: T la tin dugc gidu trong D theo khoa K.
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1. Chia D theo don Vi tuD= dod1...d14m.1.
2.Tinh T theo cong thuc (3-5)

3.Output =T.

Thuét toan 3.3. Thuat toan tim khod gidu tin
Input: n, m la cac s6 nguyén duong.

Output: (j,,j,,-r ], ,) la khoa gidu tin.
1.i—0, TapCam«—{ }

2. c <« random(2m)

3.Néu ceTapCamU{c}, quay lai buéc 2
4. TapCam « TapCamU{c}

5.Néu c chdn v «random(5).

Ngugc lai v<«—random(7).

6.Néu (v>4) ve—v+1

7.j,=14(c div 2)+6(c mod 2)+vVv

8. i—i+1

9.Né&u (i<n), quay lai budc 2

10. Output = (jo, Jyseerjy 1) -
3.3. Xac dinh luong khéng gian khoa giau tin

Gia st ky hiéu Ax(n, m) la s6 cac khoa co6 dung k ti dugc
gidu trong cac cau 6 (duong nhién n-k tir con lai phai duoc
gidu trong cac cau 8) clia bai tha thi ré rang téng s6 khod co
thé, ky hiéu 13 A(n, m), sé dugc tinh theo cong thuic sau:

A(n,m) = Ty Ay (n,m) 7)

Trong dé:

Koo =max{0;n—m} va k. =min{m;n}

(tucng Uing 1 s6 tu t6i thidu va s6 tU t6i da ma cac cau 6
c6 thé gidu).

K&t qua dudi day cho ta cong thic dé tinh cac gia tri A

Pinh Iy 3.1: Néu ban tin T c6 ding n < 2m ti khac nhau
thi v&i moi kmin < k < kmaxta cé:
A(n,m) = 5570 Omm —1) ..(m —k + D)m(m — 1)

.(m+n+k+1).(0<k<n).

Trudng thp n< m thi kmin= 10, kmax =N va ta cé

Ao(n,m) =7"m(m-1)...(m-n+1) 9)

An(n,m) =5"m(m-1)...(m-n+1) (10)

Chiing minh

Theo thuat toan 3.3 thi dé gidu tur dau tién vao cac cau 6
ta c6 ddng m (t6ng s6 cau 6 trong bai tho) cach chon mét
trong cac cau 6 khac nhau ma trong cau 6 dugc chon nay lai

€6 5 vi tri ti khac nhau c6 thé gidu. Nhu vay sé c6 5m cach
dau khac nhau cho tu nay.

D6i véi tur thu hai, do da c6 mét cau 6 gidu tur thu nhat
nén chi con (m-1) cach chon cau dé gidu noé va van tuang
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Ung vdi 5 vi tri ti khac nhau ta sé cé 5(m-1) cach gidu khac
nhau cho tu thi hai.

Nhu vay, téng s6 cach dé gidu 2 tir vao cac cau 6 sé la
5m5(m-1) = 5?’m(m-1). Va do d6 s6 cach dé gidu k > 0 tirvao
caccau6séla

Skm(m-1)...(m-k+1) 1

Lap luan tucng tu vai viéc gidu (n-k) > 0 ti vao cac ciu 8
ta sé c6 téng s6 cach gidu la:

79m(m-1)...(m-n+k+1) (12)

Nhu vay néu 0 < k < n, tic la k va (n-k) déu I6n hon 0, theo
hai két qua trén ta c6 ngay cong thuc (8).

Nguoclainéuk=0thin-k=n vanéuk=nthin-k=0
vay s6 cach dé gidu 0 tir vao cac cau tha chi co duy nhat mét
phuong an do la "khéng gidu gi cd" cho nén céng thic (9) va
(10) chinh la cac hé qua tuong Uing clla cong thic (12) va (13)
diéu phai ching minh.

Pinh Iy 3.2: Téng s6 khoa cho viéc gidu ban tin gém n tu
khac nhau vao bai tho luc bat gém 2m céu (n < 2m), ky hiéu
la A(n, m), dugc xac dinh nhu sau:

Néu m < n thi:

A(n Kok (13)
' k=n—m
Ngugc lai thi:
1 2
A(n,m)—m[nn —(7" +5")[1—l]] (14)
n! m!
Chirng minh

TU céng thic (8) thi véi moik (0 < k < n)ta co
Ac(n,m) = 5570"Omm —1)...(m —k + 1)m(m — 1)
(m+n+k+1).

= sky(m-lom_m'
5¢7 k! (n—-k)!

_ (r:|)2 Ckgkyn-k

Truong hgp m<n

Khi dé k,,, . =m<n néntacéd

|)2 m
Z Cl gkyn-k

k=n-m

=n—m, k,,

A(n,m) = Z Ay (n,m) =

k=n-m

Truong hop m >n
TU céng thic (9) vé cong thuc (10) thi
Ay(n,m) = 7n A 2(n,m) = 5“—nen tacéd

A(n,m) = Z Ay (,m) + (7" + 5%%

m|)2 Z Ck 5k7n k (7n Sn) ( )2 + (7n Sn)r:_"
(m')z o D2 1

G+7) _T(7 +5 )(1—5)
(m|)2 n n n 1

az*—=(@7"+5"m1 - ﬁ))
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Két qud nghién ciru: thong qua cac nghién ctu nhu trén
ta xac dinh s6 khoa gidu tin theo bai toan cia moét s6 théng
tin ¢6 s6 lugng tur khac nhau vao bai tho luc bat ¢ 40 cau
tho (m =20).

1. S6 khoa gidu tin cho mét ban tin 40 ti khac nhau la:
A(40,20) = A,(40,20) = 720520 =352,
2. 56 khod gidu tin cho mot ban tin 20 tu khac nhau la:

(201)° 1

A(20,20)= ——(12*° —(7*° + 5*°) (1 — —
( ) 20!( (77 + 57X 20!))>

201(12%° —7%° — 5%)

4.KET LUAN

Dua trén céng trinh nghién ctu [2], trong bai bdo nay, tac
gia da chiing minh dugc tinh ding dan cla cac thuat toan
dua theo cac dinh nghia va dinh ly. Cac thuat toan trén cling
da dugc cai dat chay thd nghiém va so sanh véi cac thuat
toan phé théng trudc day. K&t qua tinh toan tinh toan thuc
té cho thay cac thuat todn nay déu cho ta két qua tét hon ca
vé chit va lugng. Dua trén két qua nghién ctu phuang phap
gidu théng tin trong moi truding van ban vai dung lugng lan
mang lai nhiéu tién ich cho ngudi st dung ma van dam bao
tinh an toan cho théng tin. Ngoai ra bai bao con nghién ctu
xay dung thuat toan t6i uu vé thai gian ma héa va giai ma
théng tin trén nhiéu file van ban trong cing mot thai diém
gilp ngudi dung tiét kiém dugc thai gian cdng stic trong
viéc ma héa thong tin.

Pinh hudng nghién cdu tiép theo la xay dung cac thuat
toan gidu théng tin trong cac moéi trudng khac dé cai tién
qua trinh xt ly vé thdi gian dé x( Iy nhiéu file véi dung luong
I6n mét chach téi uu nhat.
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