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NGHIEN CU'U MO HINH MA HOA THONG TIN UNG DUNG
CHU KY DIEN TU TRONG QUA TRINH GUT VA NHAN VAN BAN
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TOM TAT

Hién nay, viéc bdo ddm su an toan va bi mat clia cac thong tin tranh moi nguy
0 bi thay d6i, sao chép hoac méat mét dit liéu trong cac ting dung trén mang ludn la
van @ buc xic, dugc nhiéu nguoi quan tam. Mang Internet toan cau da tao ra
nhiing co cu do - nai dién ra cac qua trinh trao ddi thong tin trong moi linh vuc
chinh tri, quén su, quéc phong, kinh t€, thuong mai. .. Va chinh trong moi trudng
mG va tién nghi nhu thé xudt hién nhiing van nan, tiéu cuc dang rat can cac giai
phdp hitu hiéu nhdm ddm béo an toan thong tin, chong lai cac nan an cap ban
quyén, xuyén tac thong tin, truy nhap thong tin trdi phép... D tim gidi phap cho
nhiing van dé nay, bai bao sé xdy dung quy trinh ting dung chir ky dién t{ trong qua
trinh gdi va nhan van ban nham kiém tra tinh toan ven ctia dit liéu trong giao dich
dién 1 la mdt trong nhiig bién phap bao mat thong tin.

Tirkhod: Md hda théng tin; chit ky dién ti; thudt todn RSA; thudt todn MDS.

ABSTRACT

Nowadays, it is a burning issue to ensure the safety and confidentiality of
information to avoid any risk of change, copy or data loss in network
applications, which is concerned by many people. Global Internet has created
virtual structures where the process of information exchange in every area such
as policy, military, defense, economy, trade and so on takes place. Additionally,
in such an open and convenient condition, problems and negativeness which
arise need effective solutions to ensure information security and fight against
copyright theft, information distortion, unauthorized access to information and
so on. In order to work out solutions to these problems, the article will build
application procedure of electronic signatures in the process of sending and
receiving texts to check the data integrity in electronic exchange, which is one of
the measures of information security.
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1. GIGI THIEU

Con ngudi da st dung cac hgp déng duédi dang dién ti
t hon 100 nam nay véi viéc si dung ma Morse va dién tin.
Tuy nhién, chi v6i nhiing phat trién ctia khoa hoc ky thuat
gan day thi chir ky dién t& maéi di vao cudc séng mot cach
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rong rai. Vao thap nién 1980, cac cong ty va mét s6 ca nhan
bdt dau sir dung may fax dé truyén di cac tai liéu quan
trong. Mac du chit ky trén céc tai liéu nay van thé hién trén
gidy nhung qua trinh truyén va nhan chdng hoan toan dua
trén tin hiéu dién tu.

Chir ky dién tU (electronic signature) la moét dang théng
tin dugc di kém theo di liéu (bao gébm van ban, hinh anh,
video,...) nhdm muc dich xac dinh ngusi ch( cha di liéu dé.

Trén thuc té&, chir ky dién t&r da dugc ing dung rong rai
trong cac Uing dung trén mang. Mét trong nhiing Uing dung
quan trong cla chir ky dién t la ddm bao an toan di liéu
khi truyén trén mang. Cu thé khi ta c6 mét doan van ban
muén gli cho ngudi nhan, lam thé nao dé biét dugc khi
ngudi nhan nhan dugc doan van ban ma néi dung khéng
bi thay d6i. D& gidi quyét van dé bido mat van ban khi giao
dich trao d6i trén mang, dén nay da cé nhiéu giai phap lién
quan dén van dé ma hoa van ban, bai bao nay chon giai
phap ting dung ch ky dién t trén ca s& két hgp gilra thuat
todn bam MD5 va thuat toan ma héa RSA trong qua trinh
gUi va nhan van ban.

Trong bai bdo nay, tadc gid trinh bay nhiing néi dung
chinh nhu sau: (1) trinh bay vé ma héa théng tin, thuat toan
bam MD5, thuat todn RSA, (2) xdy dung quy trinh ing dung
ch{ ky dién t& trong qua trinh gui va nhan van ban nham
kiém tra tinh toan ven cda di liéu trong giao dich dién ta 1a
mot trong nhiing bién phap bao mat théng tin, (3) xay
dung chuong trinh thuc nghiém minh hoa: hoat déng cla
thuat toan MD5 va ham bam, minh hoa vé mé hinh chir ky
dién td trong qua trinh gt nhan van ban.

Bai bao chon thuat toan MD5 va RSA vi cac dic diém sau:

Ma héa: gilt bi mat théng tin va chi cé nguoi cé khda bi
mat méi giadi ma dugc.

Tao chii ky s6: cho phép kiém tra mét van ban c6 phai
da dugc tao v6i moét khda bi mat nao do6 hay khong.

Thda thuan khda: cho phép thiét Iap khéa dung dé trao
déi théng tin mat gitia 2 bén.

Thong thudng, cac ky thuat mat ma hoéa khéa cong khai
doi hoi khéi lugng tinh toan nhiéu hon cac ky thuat ma hoa
khoa d6i xiing nhung nhing lgi diém ma ching mang lai
khién cho ching dugc ap dung trong nhiéu ting dung. C6
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thé hinh dung hé mat nay tuong tu nhu sau. A dat mot vat
vao mot hdp kim loai va réi khoa né lai bang mét khod sé
do B dé lai. Chi c6 B la ngudi duy nhat c6 thé mé dugc hop
vi chi c6 ngudi dé méi biét t6 hgp ma cla khoa s6 cla
minh. Thuat toan ma hoa céng khai la thuat toan dugc thiét
ké sao cho. Khéa ma hoa la khac so vai khoa gidi ma. Ma
khoa gidi ma hoéa khong thé tinh toan dugc tir khéa ma
hda. Khdéa ma héa goi la khda cong khai (public key), khoa
gidi ma dugc goi la khoda riéng (private key).
2. MOT SO VAN BE MA HOA DU LIEU
2.1. Khai niém vé ma héa dir liéu

Ma hoéa di liéu 1a qua trinh chuyén d8i cac thong tin
thong thudng (van ban thudng hay van ban rd) thanh dang
khong doc truc ti€p dugc, 1a van ban ma hoa. Gidi ma di
lieu la qua trinh ngugc lai, phuc hoéi lai van ban thuong tu
van bdn ma.

Qua trinh méa hoa va gidi ma dugc thé hién trong so do6

hinh 1.
K1 K2
Bin rd Bin mi Bén rd géc
e

Hinh 1. Quy trinh ma hoa di liéu

Trong dé:

- Ban r6 (Plaintext or Cleartext): chiia cac xau ky tu géc,
théng tin trong ban rd 1a théng tin can ma hoa dé gil bi
mat.

- Méa héa (Encryption): qua trinh chuyén dgi dir liéu géc
thanh dit liéu dugc ma héa sao ngudi khac khong thé doc
hiéu dugc.

- Ban ma (Ciphertext): chtia céc ky tu sau khi da dugc ma
hod, ma ndi dung dugc gilr bi mat.

- Gidi méa (Decryption): qua trinh bién d&i tra lai badn ma
ban thanh ban ré goi la gidi ma.

- K1 1a khéa d€ ma hoa va K2 khéa dé gidi ma.

2.2. Thuat toan MD5

Thuat todn MD5 (Message Digest 5) [4], do Ronald
Rivest thiét ké nam 1991, Ia xay dung mot ham bam dé ma
héa mot tin hiéu vao co chiéu dai bat ky va dua ra mét tin
hiéu (Digest) & dau ra c6 chiéu dai ¢ dinh 128 bit (tuong
Ung vdi 32 chii s hé 16).

Input: thong diép véi do dai bat ky

Output: gid tri bam (message digest) 128 bits

Gidi thudt gém 5 budc:

Budc 1: nhéi dit liéu

Nhéi thém céc bits sao cho dir liéu cé do dai | = 448
mod 512 hay | = n * 512 + 448 (n,| nguyén). S6 lugng bit
nhoi thém nam trong khoang 1 dén 512. Cac bit dugc nhoi
gém 1 bit “1” va cac bit 0 theo sau.

Budic 2: thém vao do dai

D6 dai clia khéi dir lieu ban dau dugc biéu dién dudi
dang nhi phan 64bit va dugc thém vao cudi chudi nhi phan
két qua chia budc 1.
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Néu do dai ctia khéi dit liéu ban dau > 2%, chi 64 bits
thap dugc st dung, nghia la gia tri dugc thém vao bang K
mod 2%, Két qua c6 dugc tir 2 budc dau la mot khéi di liéu
¢6 d6 dai la bdi s6 chia 512.

Buérc 3: khai tao bo dém MD (MD buffer)

Mot bo dém 128bit dugc dung luu trlt cac gid tri bam
trung gian va két qua. B6 dém dugc biéu dién bang 4
thanh ghi 32 bit véi cac gid tri khéi tao & dang
littleiendian (byte c6 trong s& nhd nhat trong ti nam &
dia chi thap nhat) nhu sau:

A=67452301

B=EFCD AB 89

C=98BADCFE

D=10325476

C4c gid tri nay tuong duong véi cac tur 32 bit sau:

A=01234567

B=89 ABCD EF
C=FEDCBA98
D=76543210

Budic 4: XU ly cac khéi dit liéu 512 bit

Trong tam clha gidi thuat l[a ham nén (compression
function) gém 4 “vong” xu ly. Cac vong nay c6 cau tric
giébng nhau nhung st dung cac ham luan ly khac nhau gém
F,G,Hvalnhusau:

FIX,Y,Z)=XAYV —XAZ

GIX,Y,Z)=XANZVYAN—=Z

H(X,Y,Z) = X xor Y xor Z

I(X,Y,Z) =Y xor (XV—2)

Mang 64 phan tr dugc tinh theo cong thic:

Tli] = 232 x abs(sin(i)), i dugc tinh theo radian.

Két qua clia 4 vong dudc cong (theo modulo 2°? véi dau

vao CV, dé tao CV,,
Y CV
Lu P
-1 a2
:\[ B 4 CI 1\1

WL~ 16), XTIl

» ( 16 steps

NN

G, U732 N 2i
16 steps

\/

\/

AW By Cy Dy

H, T|33_.38], N| A
16 xteps

— 4|

CV4+1

Hinh 2.. Thuat toan MD5 x{ Iy cac khi dt liéu 512 bit [4]
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Céc gia tri trong bang T (bang 1).
Bang 1.Gidtricia T

1] = d7632478 T[17] = f61e2562 T(33) = fifa3942 T49] = 14292244
T[2] = eBc7b756 T(18] = 0406340 T(34] = 8771f681 T[50] = 432af97
T(3] = 242070db T(19] = 265e5a51 T(35) = 60946122 TI51] = ab423a7
T[4] = clbdceee T[20] = eSb6cTaa T136] = fde5380¢ T[52] = fc93a039
T[5) = F57cOfaf T(21] = d62105d T(37) = adbeeadd TI53) = 655b59¢3
(6] = 4787c62a T(22) = 2441453 T[38) = dbdecfad [54] = 8f0cccd2
T[7) = 28304613 T[23] = d8ale68! T[39] = febbabs0 T[55] = ffeff47d
T[8] = fd469501 T(24] = e7d3fhes T[40] = bebfbe70 T[56) = B5845dd1
T[9] = 69802548 T[25] = 21elcded T[41] = 289b7ect T[57] = 6fa87edf
T(10] = 8b44f7af T(26] = €3370745 T(42) = eaal27fa (58] = fe2cefed
T[11] = ffffsbb1 T[27] = f4d50d87 T[43) = d4ef3085 T[59] = 23014314
T[12) = 895cd7be (28] = 455aided T(44) = 488105 TI60] = 4e0811al
T(13) = 6bS01122 T[29) = a%e3e505 T[45] = d9d4d039 T61] = F7537¢82
T[14] = 4987193 T(30] = feefadf8 T(46) = e6db3%es T[62] = bd3af235
T[15] = a679438e T(31] = 6760249 T[47] = 1fa27ci8 T[63] = 2ad7d2bb
T[16] = 49640821 T(32) = 8dzadc8a T[48) = c4acs665 T[64] = eb86d391

Budc 5: Xuat két qua

Sau khi xt ly hét L khoi 512 bit, dau ra cta lan x ly tha L
la gid tri bam 128 bits.

Dudi ddy la cdc vi du mé ta cdc két qua qua chuong trinh
thuc nghiém thudt todn MD5

MD5("chir ky dién ti") =

beed46aae61a033c5e3d0e15258ca3b97

Chi mot thay déi (chdng han viét hoa chir ¢ thanh C)
cling lam thay d&i hoan toan két qua:

MD5("Ch ky dién ti") =

24535bc1b2e19d148d8beee62797008a

2.3. Thuat toan RSA (RSA - Ron Rivest, Adi Shamir va
Leonard Adleman).

Phuong phép st dung thuat todn RSA dugc dat tén dua
theo ch{r cai dau cla 3 tac gia ciia hé ma Rivest, Shamir va
Adleman. Pay la thuat todn ma héa néi tiéng nhat va cling
la thuat toan dugc Uing dung thuc té nhat. Dua trén nén
tdng ly thuyét vé phan tich thira s6 nguyén té cla sé
nguyén I6n, phuong phap RSA dugc ing dung vao md
hinh ma hoa, mo hinh truyén nhan khoa va moé hinh chir ky
dién ta.

Thuat toan RSA c6 hai khoa: khdéa cong khai (hay khéa
cdng cdng) va khoa bi mat (hay khda ca nhan). Méi khéa la
nhiing s6 c6 dinh si dung trong qua trinh ma hoéa va giai
ma. Khda céng khai dugc cong bé réng rai cho moi nguoi
va dugc dung dé ma héa. Nhiing théng tin dugc ma hoa
bang khoéa céng khai chi c6 thé dugc giadi ma bang khéa bi
mat tuong Ung.

Dé cai dat RSA ban dau méi ngudi dung sinh khéa cong
khai va khoa bi mat ciia minh bang cach:

Tao khéa céng khai va khéa bi mat:

e Chon hai s6 nguyén t6 I6n ngau nhién (c& gan 100
chii s6) khacnhaupvaq

e Tinh N = p*q

e Chon mét s6 e nho hon N va (e, D(N)) = 1, e dugc goi
la s6 ma lap ma

e Tim phan t&r ngugc clia e trén vanh module & (N), d la
s6 mU giai ma
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khéa céng khai la K, = (e, N)

khoa bi mat la Ks=K," =(d, N)

Qua trinh ma héa va giai ma:

Gia st khéi ban g6c ctia ngudi gui la M, khéi ban ma cua
ngudi nhan la C.

Pé ma héa mot théng diép M ta sir dung cong thic sau:

C=M¢(mod N) (0<=M < N)

Pé gidi ma: M =C¢ (mod N)

Hinh 3 la cac két qua minh hoa tim khéa cong khai va
khéa bi mat qua chuong trinh thuc nghiém.Gid st ta cé
P =61 vaq =53, ta tim dugc khda cong khai la (2753, 3233),
khéa bi matla (17, 3233).

Tao khda
ChonS5P 61 s5Q 5 Tao khda
S50 2753 S5N 3233 S5E 17

khda bi mét la: 2753 va 3233 khda cing khaila: 17 va 3233

Hinh 3. Minh hoa qué trinh tao khda bi mat va khéa cong khai
3. CHU KY DIEN TU

Chir ky dién tu (electronic signature) hoat déng dua trén
hai khod la public key va private key va thuc hién qua hai
giai doan la viéc hinh thanh chr ky trén tai liéu & phia nguai
gUi va viéc xac nhan tai liéu nhan dugc chinh xac va nguyén
ven hay khong & phia ngudi nhan. Do dd, thuat toan bam
MD5 va thuat todn ma héa RSA c6 thé dugc ap dung dé xay
dung Ung dung ch ky dién tu.

Van dé bao mat & electronic signature khéng gidng vai
céc phuang phap ma hoa c6 dién la chi dung mét khoa cho
cd viéc ma hod & ngudi gui va gidi mé & ngudi nhan ma chi
ky dién tr st dung hai khoa: private key dé ma hoa va
public key dé giai ma kiém tra.

3.1. Qua trinh tao chit ky dién t va gui tép van ban

- Tao khda bi mat, khéa cdéng khai nhu da trinh bay
trong muc 3 va gui khéa cdng khai cho ngugi nhan.

- Tu file d@t liéu ban dau, chuong trinh stt dung ham bam
MD5 dé ma héa thanh chuéi ki tu dai 128 bit. Thong diép sé
dugc bam thanh thong diép rat gon.

- Tao chir ky dién tir bang cdch ma héa thong diép bang
khéa bi mat vua tao

- Két hgp file ban dau véi chir dién ti thanh mot thong
diép va gui cho ngudi nhan.

Minh hoa két qua cta qud trinh tao chd ky dién tir qua
phdn thuc nghiém ctia chuong trinh.

Gid st ndi dung cla file van ban nhu sau:

“Trgi da bat dau dm dan. Tung dan chim néi dudi nhau
bay lugn, hét riu rit chao dén xuan sang. Cé cdy nhu bliing
tinh day sau nhitng thang ngay lanh I1éo cia mua déng, x6n
xao khoe chéi non, 16c biéc. Trong vudn, tram loai hoa dua
nd. Ong buém dap diu bay lugn quan quyt trong mau hoa
huong hoa. Nang xuan vang tuoci. Canh nui song dep nhu
gam hoa. Ai cling thay long minh phai phéi.”
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Ham bam MD5 da méa hoéa doan van ban trén thanh mét
thong diép rut gon sau:

36148 15084 134246 187 51 73 12243 15379 165 237 (¥)

Budc ti€p theo tao chir ky dién tir cung véi khda bi mat
ta thu dugc két qua nhu sau:

2761 2220 2641 1533 2046 16 966 1076 2630 565 1159
210520802165 1312 1786.
3.2. Qua trinh kiém tra xac nhan chir ky trén tai liéu

Ky thuat chi ky dién t& cho phép ngudi nhan message
c6 kém chii ky kiém tra tinh xac thuc va tinh toan ven cla
n6. Qua trinh kiém tra chit ky dién t& nham muc dich xac
dinh mét message gui di da duge ky bang khoa private key
dung véi khéa public key gui di hay khéng. Nhu vay viéc
kiém tra mot chir ky dién tir dugc thuc hién trong 3 budc:

Budc 1: Tinh Current Hash-Value.

Trong budc mét, mét hash-value clla message da ky
dugc tinh. St dung thuat todn bam nhu da dung trong suét
qua trinh ky. Hash-value nhan dugc dugc goi la current
hash-value bdi vi né dugc tinh tu trang thai hién thai cla
message.

Buéc 2: Tinh Original Hash-Value.

Trong budc hai clia qua trinh kiém tra chir ky dién td,
electronic signature dugc gidi ma vdéi cling véi thuat toan
ma hoa da dugc st dung trong sudt qua trinh ky. Viéc giai
ma dugc thuc hién bang khod public key tuong Ung vai
khoa private key dugc dung trong sudt qua trinh ky cuda
message. Két qua ching ta nhan dugc original hash-value
ma da duoc tinh tir message goc trong sudt budc moét cua
qua trinh ky (original message digest).

Budc 3: So sanh current hash-value véi original hash-
value.

Trong budc ba, ching ta déi chi€u current hash-value
nhan dugc trong budc mot véi original hash-value nhan
dugc trong budc hai. Néu hai gia tri nay giéng hét nhau thi
viéc kiém tra sé thanh cong néu chiing minh dugc message
da dugc ky véi khoa private key dung véi khod public key
da dugc dung trong qua trinh kiém tra va ngugc lai.

Minh hoa két quad ctia cdc budc kiém tra xdc nhdn chir ky
trén tailiéu.

Vi du: Boan van ban dugi day va chir ky dién ti vua
dugc gui téi ngudi nhan.

“Trai da bat dau dm dan. Tung dan chim néi dudi nhau
bay lugn, hét riu rit chao don xuan sang. Cé cay nhu bung
tinh day sau nhiing thang ngay lanh [éo clia mua déng, x6n
xao khoe chéi non, 16c biéc. Trong vudn, tram loai hoa dua
nd. Ong buém dap diu bay lugn quan quyt trong mau hoa
huong hoa. Ndng xuan vang tuci. Canh nui sobng dep nhu
gam hoa. Ai cling thay long minh phoi phéi.”

(chr ky dién tlr: 2761 2220 2641 1533 2046 16 966 1076
2630565 1159 2105 2080 2165 1312 1786)

Ngudi nhan sé tién hanh kiém tra xac nhan cha ky trén
tai liéu.
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- Mé& ndi dung doan van ban

- DUng ham bam bam doan van ban va thu dugc két
qua sau khi bam la:

149 89 124 229 166 107 174 73 172 18 15 253 108 197
101 137

- Nhap khoa giai ma (e, N) ta thu dugc két qua chir ky s6
sau gidi ma la:

12 236 148 150 84 134 246 187 51 73 12243 153 79 165
237 (*¥)

K&t luan: K&t qua ma hda thong diép (*) va két qua thu
dugc sau khi gidi ma (**) hoan toan trung khdp, vay néi
dung file vdn ban cla nguci gui va ndi dung file van ban
clia ngudi nhan hoan toan dugc bdo mat qua xac minh chir
ky dién tu.

4. KET LUAN

Bai bao da néu dugc quy trinh ing dung chir ky dién t
trén co sG két hgp gilra thuat todn bam MD5 va thuat toan
ma hoda RSA. Tu d6, bai bdo da minh hoa chuong trinh thuc
nghiém Ung dung chir ky dién t& trong qua trinh gUi va
nhan cac tép van ban nham dam bao tinh bao mat cta di
liéu. Muc dich ctia chir ki dién t: ddm bao théng diép gui
di khong bi mat mat hay thay déi, git nguyén tinh trang
ban dau khi gui déng thai xac thuc cac déi tugng lién quan
va xac thuc ndi dung thong diép dugc gui di va nhan dugc
la chinh xé&c va khong bi thay d6i.
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