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RESEARCHING WEB SERVICE SECURITY AND APPLY TO TRANSMIT AND RECEIVE ENVIRONMENTAL
MONITORING DATA
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TOM TAT

Trong bai bdo nay, chiing tdi trinh bay kién tric va ky thuat bdo mét dich vu web thdng qua viéc bdo mat thong diép SOAP XML béng cach st dung chit ky
dién tit d€ dam bao tinh toan ven va mé hda dé bao mat dit liéu. Ching t6i &p dung chinh sach bao mat cho dich vu web vao viéc truyén va nhan dit liéu quan
trdc moi truGng tir cac tram quan trdc vé méy chii clia cic s6 tai nguyén moi trudng. Gidi phap ciia chiing toi dua ra gidp cho viéc truyén va nhan dit lidu duoc
dién ra mdt cach chinh xac va an toan ma cac phuong phap trudc day chua thuc hién dugc vi chiing chi truyén dir liéu thd, khong dugc ma hda va xac thuc nén
dé dang bj tin tac thay ddi ndi dung trong khi truyén,

Tir khéa: Dich vu web, chit ky dién tii, ma hda, quan trdc méi truong, SOAP XML,
ABSTRACT

In this paper, we present web service’s architecture and technique for web service security by using digital signature and encryption to secure SOAP XML
message. We apply this security policy to transmit and receive environmental monitoring data from monitoring station to resoure and environment
department’s server. Our proposal solution helps to transmit and receive data security and accuracy comparing to previous solutions beacause they transmit
rough data which is not encrypted and signed so it is easy for hacker to change data when it is transmitting.
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